Front-line
Defense Against
Check Fraud

Consumers continue to be duped
by seemingly lucrative offers
to make money by depositing
checks into their accounts and
then wiring a portion of the
funds to a third-party account—
only to find out that the checks
deposited were counterfeit or
altered.

One Midwestern community bank
is now dealing with a loss of
approximately $1,000,000 as a
result of a commercial customer
falling for such a scheme.

It can be difficult to detect
altered or counterfeit checks.
That is why it is so important to
train employees to be alert for
suspicious transactions and to
educate customers about scams
to which they may fall prey.
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Progressive Introduces Privacy Liability Coverage

Privacy Protection, Progressive’s newest D&O coverage enhancement, provides liability
coverage and expense reimbursement for claims alleging Wrongful Privacy Acts that are
not electronic in nature. Wrongful Privacy Acts are defined as the negligent management,
oversight or preservation of Confidential Customer Information by the Insured, which results
in the intentional misuse of such Confidential Customer Information by an Employee or other
unauthorized person. < page 3

Identity Theft: Is It Covered?

Insurance policies are typically defined by the type of loss they cover. Identity theft—whether
accomplished via hacking, phishing, dumpster diving, or whatever the latest technology allows—
is not in and of itself a loss to the bank. However, there are several types of losses that may
ensue if a customer’s identity is stolen as a result of the bank’s failure to safeguard confidential
customer information. To understand whether the bank is protected against identity theft, it is
important to understand these exposures and ensure that the bank’s policies do not preclude
coverage for the personal injury allegations associated with identity theft. < page 3

Excess Deposit Bonds Attract Large Deposits

Most banks secure high-dollar deposits by either pledging securities or participating in a deposit
exchange network. Until recently, an alternative solution—Excess Deposit Bond (EDB) coverage
—was only available in a few states. Now, Progressive offers EDBs in most states, affording
banks another means of winning and keeping large deposits.

EDBs are cost-effective insurance policies that protect depositors for amounts above FDIC
limits. They may be used in tandem with other solutions, require little administrative oversight
and do not impact on the bank’s liquidity position. < seeinsert

STAMP Surety Bonds

Limits up to $5 million are now available. For more information, call your agent.

Senior Claims Attorney Terence Cawley explains minimizing the risk associated with fiduciaries of
employee benefit plans. Subjects reviewed:
= Fiduciary duties imposed by ERISA
< Prohibited activites
= Liability exposure associated with employee pension and 401(k) plans
= Loss control practices that reduce exposure

For more loss control information or to view this SafeTalk online, visit banks.progressive.com.
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Meet Progressive’s Underwriting Team

Determining proper coverage and limits for your bank involves more than crunching numbers. Progressive’s underwriting staff
individually reviews your bank’s unique attributes to make tailored coverage recommendations.

Jim Trimpe

Senior Underwriter, CPCU

18 years

Jim earned his MBA from John Carroll University
and was a bank examiner for the Federal
Reserve. He enjoys outdoor and biking activities.

Bill Shero

Complex Account Manager, RPLU

14 years

Bill earned his MBA from Kent State University
and coaches his daughter’s grade school
basketball team.

Jason Faulkner

Senior Underwriter

7 years

Jason earned his BA from Baldwin Wallace and
worked in a business banking department. He
enjoys the beach and hiking in the mountains.

E. Todd Steele

Senior Underwriter

6 years

Todd earned his MBA from Cleveland State
University and was a loan officer for a middle
market lender. He enjoys playing flag football.

Joe Haverstick

Underwriter

2 years

Joe earned his MBA from John Carroll
University and was a loan officer and branch
manager. He enjoys outdoor sports.

Ann Pike (not pictured)

Complex Account Manager

13 years

Ann earned her BS from Ursuline College and has

been a commercial lines underwriter for 21 years.

Frank Leone

Senior Underwriter, CPCU

16 years

Frank earned his BS from Cleveland State
University. He is fluent in Italian and enjoys
basketball, swimming, and landscaping.

Mike Hoover

Senior Underwriter

8 years

Mike earned his MBA from the University of

Southern Mississippi and was a banker and

stock broker. He enjoys fishing with his sons.

Mike Read

Regional Territory Manager

7 years

Mike earned his MBA from Case Western
Reserve University and was a loan officer and
branch manager. He enjoys time with family.

Amber Brown

Underwriter

2 years

Amber earned her MBA from John Carroll
University and was a bank examiner for the
Federal Reserve. She enjoys playing violin.

Francine Price

Underwriter

The newest member of the Progressive
underwriting team, Francine earned her MBA
from John Carroll University and was an MGA
underwriter. She enjoys scuba diving.

T ey know community banks.



Progressive’s Privacy Liability Coverage continued

Privacy Protection includes two important coverages:

1.

Privacy Liability affords personal injury coverage for claims alleging negligent management, oversight or preservation
of confidential customer information that results in the intentional misuse of the information by an employee or another

unauthorized person.

Liability Mitigation Expense indemnifies the bank for expenses it incurs in minimizing its liability in the event that there
is unauthorized access to customer information. This coverage includes costs to:

= Notify customers

= Change account numbers

< Reissue plastic cards

« Provide basic credit monitoring services, and
= Hire a public relations consultant.

For more information about Privacy Liability coverage, please contact your agent. (Not available in all states.)

Identity Theft: Is It Covered? continued

There are three potential losses that banks may incur as a
result of identity theft:

1.

First-party loss whereby the bank incurs a loss of

customer or bank funds. This type of loss is covered

under the Financial Institution Bond. Coverage for identity

theft may be found under various insuring agreements,

depending on how the loss is perpetrated. The most

common remedies are found under:

< Employee Dishonesty (Fidelity) coverage if the fraud
is perpetrated by an employee who has used access
to customer records to embezzle funds;

= Forgery/Alteration coverage if the perpetrator uses
the information to counterfeit or otherwise collect on
forged or altered negotiable instruments; or

e Electronic/Computer Systems coverage if the
perpetrator directly accesses confidential customer
information to move funds or submits transfer
instructions verbally or electronically.

Third-party loss occurs when the bank is sued for
negligence in failing to safeguard confidential customer
information and the failure results in identity theft. Third-
party loss may be covered by the D&O policy; however, the
bank should also consider purchasing:

< Broad Form Company Liability (also known as “Entity”)
to ensure the bank itself is protected and not just the
individuals;

= Internet Banking Liability, since many D&O policies
have an Internet or electronic banking exclusion; and

= Privacy Liability, which provides affirmative coverage
for claims alleging negligence in the management or
oversight of confidential customer information. Most
D&O policies maintain a personal injury exclusion that
excludes allegations of invasion of privacy.

3. Expenseswill be incurred by the bank to mitigate potential
liability following a security breach. These include customer
notification and card reissuance, credit monitoring services
on customer accounts, and public relations expenses
addressing negative publicity surrounding the breach.
Privacy Liability Mitigation reimburses the bank for these
expenses, both under the D&O policy (for non-electronic
breaches, such as dumpster diving and laptop theft) and
Internet Banking Liability policy (for breaches involving the
electronic arena).

Even the most security-conscious bank may be vulnerable to
identity theft exposures if confidential customer information
is obtained from vendors, processors, or unsuspecting
customers.

Contact your agent to ensure that your exposure is mitigated
to the extent feasible.

Coverages are provided by Progressive Casualty Insurance Company, Mayfield Village, Ohio and may not available in all states. Coverage descriptions were prepared for educational purposes
only and are not a guarantee of coverage. Please consult the respective policies for complete descriptions of coverage.

rev 06/2007 12



Front-line Defense Against Check Fraud continued

To minimize your exposure to check fraud:

<= Take every opportunity to remind customers—both consumer and commercial—that if a deal sounds too good to be true, it
probably is.

= Train employees to look out for suspicious activity and bring it to their supervisor’s attention.

= Treat requests for international wire transfers with special care. Train your staff to ask questions and to explain new and
prevalent scams to any customer requesting an international wire transfer. Make it clear that liability for bad checks that are
deposited will be the customer’s.

Also, note that many schemes involve Canadian or foreign checks, which are not subject to the same payment rules as American
checks. This extends the opportunity to perpetrate fraud and puts your bank at greater risk of loss. To reduce fraud:

= Have all Canadian and other foreign checks reviewed by the head teller, providing a level of scrutiny.
= Carefully examine the check for possible alterations.

= Train tellers to question if the transaction—with respect to both the amount of the check and the maker—is logical or reasonable
for the account into which it is being deposited.

= Ask the customer how he or she received the check; if it sounds like a scam, it probably is.
<« Call the maker or the drawee bank to determine whether the check is legitimate.
= Hold funds until you are comfortable that the check is legitimate.

= If anything is suspicious about the check or the transaction, investigate further.

SafeAlert Notices STAMP Surety BOﬁdS

SafeAlert is a loss control
fax bulletin notifying insureds
of issues or trends that

could present a threat to the

STAMP is the official signature guarantee program
endorsed by the Securities Transfer Association.

institution.

View recent SafeAlerts online A STAMP Surety Bond assures that

at banks.progressive.com. the bank’s signature guarantees will be
Other topics include: immediately accepted for processing by

transfer agents.
= Counterfeit Cashier’s Checks

= Critical Controls for e 15% discount for ABA members

EIENEIET O e « Additional 10% discount for

< Fraudulent Refund Checks 3-year policies

. * Limits available up to $5,000,000
= Opportunistic Investors

Raise Threat ¢ A+ rated insurance carrier

= Remote Deposit: Minimize
Your Exposure to Fraud

= Self-Service (Safe Deposit)
Boxes: The True Costs

= Suspense Accounts: Teller We know Community banks.
Embezzles $1.3MM banks.progressive.com
800-274-5222




Understanding and Minimizing Fiduciary Risks

by Terence Cawley, Senior Claims Attorney

= What risks do banks and their employees assume in their capacity as a fiduciary?
= How can your bank minimize ERISA and related fiduciary liability risks?

Once you know the answers to these questions, your bank will be well on the way to improving its risk management.

Progressive’s fiduciary liability coverage protects the bank and insured persons against claims relating to the management of the
financial institution’s own employee pension, profit-sharing, and other benefits programs. While fiduciary liability is a concept that
encompasses liability under ERISA, it is not limited to claims brought under ERISA. (ERISA, the Employee Retirement Income
Security Act of 1974, closely regulates many aspects of these employee pension, profit-sharing, and benefit programs.)

Obtaining fiduciary liability insurance is unquestionably the prudent thing to do, an observation that at least one court has actually
stated in a legal opinion, saying that the failure to obtain fiduciary liability insurance itself may amount to a breach of fiduciary duty
to Plan participants and beneficiaries. See Barker v. American Mobil Power Corp., 64 F.3d 1397, 1404 (9th Cir. 1995).

T e question of whether ERISA “prudence” implicitly requires a fiduciary to obtain fiduciary

Individuals who act as
fiduciaries face

personal exposure. T mor
but to individuals as well.

ERISA OVERVIEW

A breach of fiduciary duty claim under ERISA asserts, at the
least, that the fiduciary has failed to perform his, her or its
duties in a manner that would be expected of a “reasonable
person.” An ERISA claim can arise in connection with any
one of a number of employee benefit plans. An ERISA benefit
plan is a plan that has as its main purpose the provision of
benefits for employees.

« An ERISA welfare plan is any type of plan, program or fund
established by an employer which provides benefits, such as
medical, accident, disability, death or other non-retirement
benefits, to employees and/or their dependants.

« An ERISA retirement plan or pension plan provides deferred
compensation in the event of the termination, retirement,
or death of a participating employee. ERISA pension plans
could include a defined benefit plan, a defined contribution
plan, a money purchase plan, a stock bonus plan, a profit-
sharing plan, an employee stock ownership plan (ESOP)
or trust (ESOT), and a qualified or non-qualified deferred
compensation plan. A non-qualified plan which favors
highly compensated employees—sometimes known as a
“top hat” plan—is an ERISA plan if it is fully funded. If
the employer pays for benefits when and as they are due,
and from the employer’s general assets, then the plan is

liability insurance is mostly academic; the exposure is extremely real. Depending on the
particulars of a given claim, fiduciaries can be financially liable under ERISA for a variety of
types of monetary damages. T is rule applies not only to institutions named as plan fiduciaries,

considered unfunded, and the plan is generally exempt from
ERISA' fiduciary rules as well as most reporting and disclosure
requirements.

Te sources of ERISA claims made against employers, banks
or otherwise, are many and various. Fundamentally, in order to
state a claim under ERISA, a plainti0 will generally be pointing
to some act, omission or practice of a plan fiduciary which
allegedly amounts to a breach of a fiduciary duty. T is sometimes
will involve an allegation of a specific violation of one or more
of ERISAs many regulations. ERISA is a complicated, detailed
and extensive piece of legislation, and any type of overview of
what ERISA requires a fiduciary to do and to refrain from doing
is beyond the scope of this article.

FIDUCIARY DUTY

ERISA essentially codifies the common law duty owed by

a fiduciary of an ERISA plan. Under ERISA, the following

standards of care are imposed on fiduciaries of ERISA plans:

» Duties must be discharged solely in the interest of the plan’s
participants and beneficiaries.

» T e exclusive purposes to be served are the provision of benefits
to participants and their beneficiaries, and the defraying of
reasonable expenses of administration of the plan.

For more loss control information or to view this SafeTalk online, visit banks.progressive.com.




« Te fiduciary must discharge his duties with the “care, skill,
prudence and diligence under the circumstances then prevailing
that a prudent man acting in a like capacity and familiar with
such matters would use in the conduct of an enterprise of a like
character and with like aims.”

« Investments of the plan must be diversified so as to minimize
the risk of large losses, unless it is clearly prudent not to do so
under the circumstances.

 Duties must be discharged in conformity with the documents
and instruments governing the plan.

A fiduciary as defined by ERISA is anyone who exercises
discretionary authority or control over the administration or
management of the plan or the plan’s assets. Anyone that provides
investment advice to a plan in exchange for compensation, or
who has authority or responsibility to provide such investment
advice, can also be deemed to be a fiduciary. An ERISA plan
trustee or a plan administrator is generally considered to be a
fiduciary under ERISA.

ERISA, as interpreted by courts, establishes a
judicial framework for analyzing and deciding
whether a person or entity is an ERISA fiduciary—
regardless of whether that person thought he or
she was a fiduciary, or whether he or she wished to
be considered one, or whether it is desirable to be
considered one under the circumstance at issue.

Te analytical test is objective and functional, and focuses on
whether the person has discretionary control over the plan or
its assets. If he does, then he is a fiduciary, whether or not he
considered himself to be one.

A bank does not become a fiduciary merely because a plan
has established a deposit or other account with that bank. A
bank, however, may become a fiduciary if it is given authority
over the plan or its assets, or over plan interpretation or benefit
determinations. A professional advisor to a fiduciary does not
become a fiduciary merely because he is paid to provide advice to
the fiduciary. Many situations exist in which a fiduciary will not
himself or herself possess the experience or expertise to perform
a given fiduciary duty; in those cases, the fiduciary has a duty to
seek out such advice from reputable, experienced professionals.

Te complexity of the ERISA thicket is suggested by the
paradoxical fact that, conceivably, a fiduciary may be bound by
his duties to override and/or disregard a specific requirement of
an ESOP or other plan, while elsewhere the law declares that,
normally speaking, a fiduciary will be in breach of his duties
when he fails to act in conformity with the operative plan
documents. Obviously, the mere possibility of such a paradox
means that an employer will be wise to proactively and regularly

2

use benefits specialists—consultants and attorneys—in order to
fashion appropriate strategies in this complex arena.

TRANSACTIONS PROHIBITED BY ERISA
ERISA prohibits certain kinds of transactions:
* A plan may not enter into dealings with any “parties in interest.”

« A fiduciary may not invest in assets that could be construed as
self-dealing or a conflict of interest.

* A pension fund may not invest its assets in the employer’s own stock
and/or real estate without disclosure to plan beneficiaries.

Attention must be paid to the possibility of a conflict of interest,
such as when a fiduciary of a plan also has a position as an
employee, oCcer, or director of the employer that sponsors the
plan. Such a fiduciary must take particular care to assure that
he acts in the interests of the plan participants and beneficiaries.
He must do “X” without regard to the potential impact of
“X” on the employer, if a disinterested fiduciary would do “X”
notwithstanding the potential impact on the employer.

Some courts have even held that a corporate
“insider” who also serves on a retirement
committee may—under certain circumstances—
owe a duty to disclose “insider information” to
plan beneficiaries or to other plan fiduciaries.

FIDUCIARY LIABILITY RISKS

Employee Pension Plans

What sort of risk exposures do banks face in connection with

their role as fiduciary of employee pension benefit plans?

* Actuarial insolvency

« Conversions from defined benefit pension plans to cash balance
pension plans

« Mergers/termination of plans

* Plan disclosures

 Imprudent investment of assets

« Failure to pursue delinquent contributions

« Negligence not involving discretionary activities

401(k) Plans

Concentration of Employer Stock in a 401(k) Plan
Well-publicized claims have been asserted in recent years
which have alleged that an ERISA fiduciary has breached its
duty by permitting employees to hold an excessive amount of
the employer’s common stock in the 401(k), in violation of
investment diversification standards and in violation of conflict
of interest principles. While many banks are structured in such
a way that this concern never arises, some community banks
do issue stock to employees, and a 401(k) account is one way
in which such stock can be held. Fiduciaries at banks whose



employees have substantial concentrations of 401(k) assets
invested in the stock of the bank are running an especially high
risk of liability claims. Plan fiduciaries are under a duty to make
truthful and adequate disclosures about the company’s stock
and earnings, and to encourage the employees to diversify their
investments. Failure to do so can result in considerable liability.

Restrictions on Selling Matching Company Stock
Contributions

Does your bank oler a 401(k) plan that matches employee
contributions to some extent, but only olers to make such a
matching contribution with the bank’s own stock? Take care to
consider the possible fiduciary exposure if doing so is coupled
with restrictions on the employees’ ability to sell the company
stock on a timely basis. Significant fiduciary liability has attached
to fiduciaries whose plans had the eDect of trapping employees
in a market downswing or a weak stock market, or when the
company’s own financial picture (and share price) are dipping.

Lack of Guidance Regarding Investment Strategies

If a fiduciary provides investment advice or financial planning to
employee participants, investment losses in a 401(k) can trigger
an ERISA claim. Outsourcing the provision of financial advice to
an advisory firm can reduce this risk, but even such outsourcing,
if it is supervised negligently, can lead to an ERISA claim against
the fiduciary.

RISK MANAGEMENT & LOSS CONTROL:
WHAT SHOULD YOUR BANK DO?

Measures exist which, if taken, should reduce the risk associated
with a bank’s role as fiduciary of an ERISA plan. Your bank
should:

« Periodically conduct independent ERISA compliance audits.

 Use experts to design benefit plans.

« Ensure that plans are to be funded adequately.

« Pay particular care to the prudent investment of plan assets.

« Avoid conflicts of interest.

* Avoid prohibited transactions.

« Invest in regular, top-notch educational programs to keep
your
fiduciaries up to date on developments, changes and new
insights in fiduciary, ERISA and benefits administration and
law.

« Report and disclose plan information as required.

« Select and evaluate fiduciaries carefully.

Of course, we view the need to obtain fully adequate fiduciary

Some courts view the purchase of adequate
insurance as a fiduciary duty under ERISA.

liability coverage as an essential element in a robust risk
management program.

By extension, a court could decide that a plan and its fiduciary
have violated the fiduciary duty owed to participants and

beneficiaries when the plan and/or fiduciary attempt to draw
on plan assets to fund ERISA litigation defense, rather than
having procured insurance to do so. Also, do not be under any
misimpression about the coverage alorded by the fidelity bond
required by ERISA. Some fiduciaries mistakenly believe that this
fidelity bond will provide a measure of legal protection to the
fiduciary if an ERISA claim is brought. Although the ERISA
fidelity bond obtained for a fiduciary is necessary, it usually
will provide no coverage for ERISA liability claims or for other
common-law fiduciary duty claims.

Apart from these broad principles, a few more specifics
should be mentioned.

First, when a bank chooses to implement a plan that rewards
employees with stock ownership, and especially when the bank’s
board may lack any direct experience in the implementation
and structuring of such plans, a premium is placed on the wise
selection of outside consultants and legal counsel who do know
how to structure these programs. While a stock ownership plan
can be a magnificent addition to a bank’s compensation program,
the fashioning of such a plan will typically raise some diClcult
legal, financial and management issues. Attorneysand consultants
who practice in this specialty area will be better able to guide the
bank’s directors and management and avoiding pitfalls, any one
of which could conceivably result in risk exposure, shareholder
dissatisfaction, even litigation, and other woes.

Beware of the temptation to establish or utilize an
ESOP as a means of warding off takeover attempts.
Such efforts may run afoul of ERISA fiduciary duties.

Establishing or utilizing an ESOP to ward o[l takeover attempts
may run afoul of ERISA fiduciary duties, and may also run the
risk of breaching fiduciary duties owed to shareholders under state
law. Wise use of independent valuations, and an independent
review process to assure that prudent and diversified strategies
are in place, are essential.

Does your bank’s plan ever loan any plan assets, or does it invest
plan assets in securities of the bank? Does your bank invest plan
assets in bank deposits or investment vehicles sponsored by the
bank? Either of these actions will increase the risk associated
with the bank’s plans, and are regulated carefully by ERISA.

Remember that problems sometimes arise when the value of the
employer’sstock beginsto decline. Purposesintended to be achieved
through the ESOP, such as increasing employee ownership of the
bank through the purchase of employer stock, can sometimes be
at cross-purposes with binding legal obligations, such as ERISA
standards, including the duty to invest prudently.

Lastly, note that incomplete or misleading Summary Plan
Descriptions are a regular source of claims. Te Plan
Administrator, which will be the employer if the plan does not
specify another administrator, holds duties regarding SPDs, their

content, and the distribution and filing of these documents. 3



Terence Cawley
Senior Claims Attorney

Prior to joining Progressive in 2006, Terry was a litigator whose practice focused on complex commercial cases,
professional liability, insurance coverage, and business torts. He has a Bachelor of Arts in English literature from Kenyon
College and earned his Juris Doctor from the University of North Carolina at Chapel Hill.
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Progressive insures over |,700 banks nationwide. Available coverages include:
Directors & Officers Liability | Employment Practices Liability | Internet Banking Liability | Privacy Liability
Financial Institution Bonds | Excess Deposit Bonds | STAMP Surety Bonds

For more information, call 800-274-5222 to talk with one of our experienced underwriters, or visit banks.progressive.com.

Coverages are provided by Progressive Casualty Insurance Company, Mayfield Village, Ohio and may not available in all states. Coverage descriptions were prepared for
educational purposes only and are not a guarantee of coverage. Please consult the respective policies for complete descriptions of coverage.
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